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Environmental Settings for WIN 2012
1.0 Settings to be done before starting Runtime Installation
1.0.1 Windows 2012 Settings

1. Go to Server Manager.
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2. Click on Add Roles and Features.

[image: image2.png]WELCOME TO SERVER MANAGER

“ Configure this local server

QUICK START

3 Add other servers to manage

4 Create a server group




3. On the installation type, select “Role-based or feature-based installation” and click on Next.
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4. Select the “Select a server from the server pool” option and select the current server name from the server pool.
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5. Select the layer to be installed in the server.  If WEB layer of VirtualWorksTM is to be installed, then select the WEB Layer and if APP layer of VirtualworksTM is to be installed, select the WEB and APP Layers.  While selecting the WEB / APP layers, if the system by default prompts for some Role services/features to be installed, select the same and proceed further.
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6. On clicking Next, the features respective to the layers would be prompted.  Select .Net Framework on all installing servers. (Make sure that the features HTTP Activation and Non-HTTP activation under “.Net Framework 3.5 features) are not selected.  And make sure HTTP Activation, Named Pipe Activation, TCP Activation and TCP Port Sharing options are selected under WCF Services of .Net Framework 4.5 Features.
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For Web Layer, select the following Role services:
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For App Server, select the following Role services:
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7. Clicking Next, system will automatically display the selected Roles and Role Services to be installed in this server.  Click on Install to install the same.
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Wait for the installation to complete and restart the server if the same is prompted.
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8. Once the installation of the required Roles and Role Services are completed, select the System Properties -> Advanced System Settings -> Advanced Tab -> Environment Variables -> System Variables -> Edit the Path variable and paste the physical paths for .Net FW 3.5 and 2.0 in the same order as specified.  This should be set in all participating servers (WEB, APP and DB/RM Server).
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9. If the Runtime installation is not done through the “Administrator” user account and is done through a user account with “Administrator” privileges (added in “Administrators” Group), then the following needs to be done.  Please note that adding a user account to “Administrators” Group does not mean that the user has got “Administrator” equivalent privileges.  So following privileges are required:

· User should be part of “Administrators” group

· User should be part of “Power Users” group

· The “User Account Control Settings” for the logged-in user account should be set to “Never Notify”.  See image below for details:
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· Manually create a folder called “Preferences” under .\Program Files (x86) folder and provide “Full Control” (under Security Tab) for the logged-in user account.  See image below for details.
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· Do the settings as given below.  These settings should also be done on all participating layers (WEB, APP and DB).
· Run gpedit.msc from Run, navigate and browse to Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -> Security Options
· Set policy User Account Control: Behavior of the elevation prompt for administrators to – Elevate without prompting
· Set policy User Account Control: Detect application installations and prompt for elevation to – Disabled
· Set policy User Account Control: Run all administrators in Admin Approval Mode to – Disabled

· After completing the above steps, restart the system (settings to be set in all layer machines where the installation would be done) and follow the base and RT Patch installation documents.  While running the RSSetup.exe from the Base Runtime installation kit, VirtualWorks folder would get created under ..\Program Files (x86) folder. User should have “Full Control” privileges for VirtualWorks and its sub-folders (under Security Tab).  This permission should be given before running the RuntimeSetup.MSI.

[image: image15.png]ez S e e

Object name: les (486 WVinuatworks

52 CREATOR OWNER
rasbtiy
<

To change permissions, click Edlt

Fullcontral
Modty

Read b svecute
Litfolder corterts
Fead

Wwite

cick Advance

Leain about ascess conlol and permissions





2.0.2 Settings to be done in APP Server
Following steps should be changed in Com+ Explorer. Please make sure that these points (1, 2, 4 and 5) are done in Database Layer machine also.  If “APP Server” role is not available in Database layer machine, add the same and do these settings.
1. Open COM+ Explorer

2. Expand to “My Computer” node and go to the properties of “My Computer”

3. Expand Distributed Transactions -> Select Local DTC and click on properties and click on Security tab and choose the options as per the image below 
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4. Choose Logging tab and change the Capacity to 40 MB. Click on OK.
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3.0 Enabling VirtualWorksTM Runtime specific ports in Firewall

In case the customer wants to have firewall between WEB/APP/Database layers, the following ports should be opened Bi-Directionally in the Firewall between the immediate source and the destination servers.

For VirtualWorksTM .Net Runtime, following ports are mandatory:

	Service Name
	Port No.
	Direction

	Internet Information Services (IIS)
	Default Port 80 (If this is changed in IIS, then the modified port should be enabled in Firewall)
	Bi-Directional – Between WEB and APP Servers.

	Ramco Daemon Service (proprietary to VirtualWorksTM)
	Default Port 1306 (Configurable through RDE Configuration)
	Bi-Directional – Between the server on which Daemon Engine is configured and Database Server.

	MS SQL Server
	Default Port 1433, 1434 (Can be changed at the time of installation of MS SQL Server)
	Bi-Directional – Between APP and Database Server.

	MSDTC
	This service uses 135 as a mandatory port and also another port for communication between APP and RM Layer.  The second port is dynamic and can vary between the entire allowable TCP port ranges.  This port range can be restricted manually through COM.  Contact Runtime Support team on how to configure manual port ranges.
	Bi-Directional – Between APP and Database Server.

	Net.TCP, Net.Pipe

(Services running on APP Server)
	Ports – 807 and 808 (This is required only if Communicator Type is set to 1 in WEB.Config file in WEB Server under ..\VirtualWorks\IIS).
	Bi-Directional – Between WEB and APP Servers.


- End of Document -
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